PHILGUARANTEE
Philippine Cuarantee Corporation

Terms Of Reference
FOR THE PROCUREMENT OF FIREWALL LICENSE
FOR THE PHILIPPINE GUARANTEE CORPORATION

. BACKGROUND

The Philippine Guarantee Corporation (PhilGuarantee) in its continuous effort to
fight the increasing threat of cybercrime, requires to upgrade and update its
existing firewall infrastructure in order to continuously protect its network
perimeter's defense as well as to increase the security for those working on a
remote environment or on a Work From Home setup, by providing an
encrypted connection.

. PROJECT DESCRIPTION

This project is for the supply of license, support, patches, updates, and firmware
upgrade of the existing firewall for PhilGuarantee for one year.

. APPROVED BUDGET FOR THE CONTRACT

The Approved Budget for the Contract (ABC) is Five Hundred Eighty Five
Thousand Pesos (Php 585,000.00) inclusive of all taxes and charges.

. QUALIFICATIONS OF BIDDER

1. The Bidder should be duly authorized by the manufacturer/distributor to provide,
sell, configure and support the firewall and management appliance.

The certification from the manufacturer/distributor authorizing the prospective
bidder to provide such a product should be submitted together with the bid
proposal. Bid proposals that do not include the Certification shall not be
accepted/considered for award.

2. The Bidder must have the capacity to escalate product technical issues directly to
the manufacturer.

3. Any and all costs necessary for the bidder to fulfil the project requirements in
section B of this document shall be deemed included in the financial proposal. Any
cost incurred in the fulfiiment of the obligations but were not included in the
financial proposal shall be shouldered by the bidder with the lowest complying
bid.
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E. DELIVERY PERIOD AND PLACE OF DELIVERY

The winning bidder shall supply an activated license if necessary within Five (5)
calendar days (5 c.d.) from receipt of the Notice to Proceed at the PhilGuarantee
Office located 23rd Floor BPI PhilAm Life Building, Ayala Ave, Makati City or via EMail.

F. ACCEPTANCE

The PhilGuarantee will inspect, test and evaluate the software prior to acceptance.

G. PAYMENT TERMS

Thirty calendar days (30 c.d.) upon acceptance

H. TECHNICAL SPECIFICATIONS

Minimum Technical Specification and Requirements for Security Firewall

Firewall

Security Services (1 year license)

Gateway anti-virus

Application Control

Botnet IP/Domain

Intrusion Prevention Service

Web Filtering Service

Sandboxing

Anti-spam service

Security Audit Update

Advance Malware Protection

URL, DNS & Video Filterin

IoT Detection

WARRANTY & SLA 1-year warranty.

Service Level Agreement is 24/7.
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If the unit is diagnose as defective, a
replacernent unit shall be provided
within next days.

Firmware and General Updates

Estimated Budget:

Five Hundred Eighty Five Thousand
Pesos
(Php 585,000.00)

Prepared by:

p

Rodel B. Salvacion
Information Technology Officer I
I.T Department

Approved by:

ead and Vice-President
I.T Department

Reviewed by:

Marla% acmto

Information Technology Officer III
IT Department
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